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Our mission
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Bring useful quantum 

computing to the world

Make the world 
quantum safe

→

→
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Prime factors

= p x q
2048-bit composite integer

251959084756578934940271832400483985714292821262040320
277771378360436620207075955562640185258807844069182906
412495150821892985591491761845028084891200728449926873
928072877767359714183472702618963750149718246911650776
133798590957000973304597488084284017974291006424586918
171951187461215151726546322822168699875491824224336372
590851418654620435767984233871847744479207399342365848
238242811981638150106748104516603773060562016196762561
338441436038339044149526344321901146575444541784240209
246165157233507787077498171257724679629263863563732899
121548314381678998850404453640235273819513786365643921
2010397122822120720357 

Public key encryption   •   Digital signatures   •   Key exchange algorithms

RSA    •    DSA    •    ECC   •    ECDSA   •   DH 

Our modern digital world depends on cryptography

And quantum computing is ushering in a new cryptographic era

Expected computation time

The most powerful computer today: 

Millions of years
Shor’s quantum algorithm:

Hours
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What are cybercriminals

doing now?

Harvest confidential data to 
decrypt later

Decrypt lost or harvested 

confidential data by 

breaking encryption

Disrupt business with 

manipulation through 

fraudulent authentication

Manipulate digitally signed 

contracts and legal history 

by forging digital 

signatures

4

Availability of “cryptographically 
relevant” quantum computersHarvest now, decrypt later

LaterNow

IBM |  © 2025 IBM Corporation



Our digital world 
depends on 
cryptography, which 
is used in trillions 
of transactions on 
billions of devices

Internet

• Domain name system (DNS)

• Hypertext transfer protocol (HTTP)

• File transfer protocol (FTP)

Digital signatures

• Electronic identification and trust services (eIDAS)

• PDF advanced electronic signature (PAdES)

• Advanced electronic signatures

Critical infrastructure

• Code updates

• Control systems

• Car systems

Financial systems

• Payment systems

Enterprise

• Email

• Identity management

• LDAP

• PKI services

• Bespoke applications

Documents that needs to stay secure 

for a long period of time

Passports: 10 years from issue

Road vehicles: 15–20 years

Aircraft/rail: 25–30 years

Some critical infrastructure: 50+ years

Data needs to stay secure for a long 

time

HIPAA: 6 years from last use per 

Security Rule

Tax records: 7–10 years in most countries; 

Sarbanes-Oxley Act set the precedent 

in the US

Legitimate interest under GDPR: 20+ years
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➢ Decrypt lost or harvested comms
➢ Decrypt current comms, data & backups
➢ Undo privacy in blockchains

DECRYPT

➢ Create fraudulent firmware updates
➢ Modify vulnerability scanner patterns
➢ Issue fraudulent blockchain transactions
➢ Fraudulent access to systems 

DISRUPT

➢ Fraudulently change historical digitally 
signed contracts

➢ Create fraudulent new contracts
➢ Modify signed digital evidence
➢ Create fraudulent digital evidence

MANIPULATE

3. Harvest Public 
Keys/Certificates

2. Harvest 
encrypted 

keys  

1. Harvest 
encrypted 

communications

“Q-Day”
availability of “cryptographically relevant” 

Quantum Computer

Extract Private Key 
from Public key 

BEFORE

AFTER

What will a cybercriminal be able to do?



What will a cybercriminal be able to do?

7

Fraudulent authentication

Replacing most of the public key 
systems currently in use will take 
5 to 15 years. 

Data generated today that is not 
protected with quantum-safe 
cryptography is already at risk.

Forge digital signatures

Harvest now, decrypt later

IBM | © 2025 IBM Corporation
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When would the Quantum threat materialize?

"The National Institute of Standards 
and Technology predicts it may be 
possible to break 2048-bit RSA by 

2030 

- NIST report on Post Quantum Cryptography

“There is a 1 in 7 chance that some 
fundamental public-key crypto will be 
broken by quantum by 2026, and a 1 

in 2 chance of the same by 2031”
  

-  Dr. Michele Mosca, Institute of Quantum 
Computing, 

University of Waterloo

When is Q-Day? The good news

Quantum safe 
cryptography exists 

and gets standardized

Governments issue 
advisories and 

directives

Awareness of the 
extent and urgency 

is growing

… and first quantum-safe systems are already available!

1

2

3

Quantum Computing Status and Roadmap

13,426* physical Qubits Required 
to break RSA 2048

Elliptic Curve Cryptography (ECC) requires fewer 
logical Qubits – likely to be at risk earlier 

(*) arxiv.org/pdf/2103.06159.pdf

Osprey 

433 

qubits

Condor 

1121 

qubits

Flamingo 

433 qubits

Kookaburra 

433 

qubits

Scaling to 

10K-100K 

qubits

System 

Modularity

2022 2024 2025 2026+2023

Enhancing 

applications 

with elastic 

computing 
and 

parallelization 

of Qiskit 

Runtime

Improve 

accuracy of 

Qiskit 

Runtime with 

scalable 

error 

mitigation

Scale 

Quantum 

applications 

with circuit 

knitting 

toolbox

Increase 

accuracy of 

speed of 

quantum 

workflows & 

integration of 

error 

correction

Bring dynamic 

circuits to 

Qiskit 

Runtime to 
unlock more 

computation

Kernel 

Developers

Qiskit Runtime

Dynamic circuits Threated primitives Error suppression and mitigation

✓✓

✓

✓

Algorithm 

Developers Quantum algorithm & 
application modules

✓ Quantum Serverless

Intelligent orchestration Circuit Knitting Libraries

Model 

Developers

Prototype quantum software applications

Quantum software applications

✓



Quantum Safe Cryptography
NIST standardization for Quantum Safe Cryptography

99

2016 2017 2018 2019 2020 2021 2022 2023 2024

Formal Call for 
Proposals
Sept 2016

Deadline for 
Submissions
Nov 2017 Round 2 Round 3

Round 4 Finalists selected - Jul 2022
(3 of the 4 Finalists contributed by IBM)

Proposal Generation

Submission Phase

Analysis Phase

Draft Standards Phase

Final Standardization
Early 2024

NSA CNSA 
2.0

Nov 18 
Presidential Executive Order

NIST &
USG

Signature On Ramp Phase
New signature round (June 2023)

Initial drafts for 
ML-KEM
ML-DSA

→ CRYSTALS-Kyber
→ CRYSTALS-Dilithium
→ FALCON 
→ SPHINCS+

IBM Infrastructure  

Quantum-safe  tape 
announcement

IBM z16

First 
quantum-

safe platform

IBM open source 
announcement: OQS

IBM Cloud  

Availability of 
quantum-safe 
algorithms and 
communication

IBM | © 2025 IBM Corporation



Three of the four algorithms announced 

by NIST were created by IBM in partnership 

with industry and academia2:

CRYSTALS-Kyber (ML-KEM)

– KEM based on structured 

lattices

– Good all-around performance 

and security

CRYSTALS-Dilithium (ML-DSA)

– Digital signature based on 

structured lattices

– Good all-around performance 

and security; relatively simple 

implementation

Falcon (FN-DSA)

– Digital signature based on 

structured lattices

– Smaller bandwidth, but much 

more complicated 

implementation

– The Falcon standard 

will come out after the others

SPHINCS+ (SLH-DSA)

– Digital signature based on 

stateless hash-based 

cryptography

– Solid security, but 

performance is not as good 

as CRYSTALS-Dilithium 

and Falcon

IBM / © 2025 IBM Corporation

NIST to standardize PQC finalists

102 “NIST to Standardize Encryption Algorithms That Can Resist Attack by Quantum Computers,” 24 August 2023.

https://www.nist.gov/news-events/news/2023/08/nist-standardize-encryption-algorithms-can-resist-attack-quantum-computers


IBM moving the 
quantum-safe 
ecosystem forward 

↳ Open-source projects
↳ Centers of excellence 
↳ Industry consortia

11

Cross-industry

Telecommunications

Financial services

National Cybersecurity Center of Excellence | NIST

IBM | © 2025 IBM Corporation

https://pqca.org/
https://www.nccoe.nist.gov/crypto-agility-considerations-migrating-post-quantum-cryptographic-algorithms


Awareness 
and urgency 
are growing

12

Google is recognizing the risk of the 

“harvest now, decrypt later” threat

and addressing issues of post-

quantum security by updating 

standards and testing new 

quantum-resistant algorithms.

CNSA 2.0: Quantum-safe standards 

are preferred for national security 

systems by the mid-2020s and 

required by the early 2030s to 

defend against threats.

Introducing post-quantum 

cryptography from the start of a 

conversation so that all 

communication is protected from 

current and future adversaries.

Using a hybrid design to combine new 

post-quantum algorithms with 

current algorithms

US Government mandate 

for quantum-safe 

federal agencies

Apple’s iOS 17.4 includes 

cryptographic protocol 

in iMessage

Google advances 

quantum-resistant 

cryptography efforts in 

Chrome browser

Source

Source

Source

IBM | © 2025 IBM Corporation

https://security.apple.com/blog/imessage-pq3/
https://thequantuminsider.com/2023/08/14/google-advances-quantum-resistant-cryptography-efforts-in-chrome-browser/
https://media.defense.gov/2022/Sep/07/2003071834/-1/-1/0/CSA_CNSA_2.0_ALGORITHMS_.PDF


13

IBM Power Integrated with IBM Storage 
for Cyber-Resilient Recovery and Encryption

IBM Storage with Safeguarded Copy  
provides immutable, consistent point-
in-time copies of data. 

CSM manages the creation, recovery, 
and restoration of the copies and 
provides automation to manage those 
processes.

IBM Power hardware and software 
provides a secure, isolated environment 
to perform data validation, forensic 
analysis, and create offline backups.

Production 
volumes

Recovery
Volumes

Safeguarded backup 0

Safeguarded  backup n
(up 500 per volume)

…

Safeguarded backup 1

Backup Capacity

Copy Services Manager 
(CSM)  Restore

Capture Recover

Validation

Forensic 
Analysis

Surgical 
Recovery

Catastrophic 
Recovery

Offline 
Backups

IBM Storage provides Safeguarded Copy

Production
Software

Stack

Production
Software

Stack

• Security PINS are sent to the drive in encrypted form over PCI bus with secure key passing (SKP)
• Flash Core Module: FCM 4

• FIPS 140-3-Level 2 in process
• RSA and CRYSTALS Kyber Quantum Safe Algorithms
• SKP is encrypted twice, once by each cypher

IBM | © 2025 IBM Corporation



FlashCore Modules are Computational Storage Devices

Top Side Bottom Side

Flash DRAMController/Logic Flash Capacitors for power loss 
DRAM, MRAM, NAND and FPGA

IBM | © 2025 IBM Corporation



FlashCore Modules are Quantum Safe, SSDs not so much

Abilities FCM SSD

Built-in Quantum 
Safe Encryption

✓ ✘

Extensive Built-in 
Compression

✓ ?

Extensive 
Health Binning

✓ ✘

Extensive
Heat Segregation

✓ ✘

Variable Voltage ✓ ✘

Variable Stripe RAID 
(Intra Module RAID)

✓ ✘

~70µs latency ✓ ✘

Ransomware Threat 
Detection

✓ ✘

FCMs use hybrid implementation of asymmetric cryptography including QSC cryptographic algorithms:

• CRYSTALS-Dilithium signatures for authentication and firmware verification

• CRYSTALS-Kyber for secure key transport of unlock PIN transmitted by FlashSystem storage controller to FCM
IBM | © 2025 IBM Corporation



Next generation card, 4769 

– Available on IBM Power10® servers, either 

on AIX®, IBM i®, or PowerLinux  and IBM 

Power9® servers, either on AIX or IBM i

Hardware security protection for 
sensitive data with NextGen IBM 
Crypto Express Card (4769)

Power Systems / July 2022 / © 2022 IBM Corporation

• Hardware Security Module (HSM) for 

highest security, especially where 

tamper protection is required 

• Complementary to Power10 Core 

Cryptographic acceleration

• Validated to U.S. NIST FIPS 140-2/3 

Standards Overall Security Level 4

IBM | © 2025 IBM Corporation

https://csrc.nist.gov/projects/cryptographic-module-validation-program/certificate/4079


Data Protection Pyramid w. Power10
End to end security with full stack encryption, in transit, at rest, in memory

Full disk / virtual disk 
(AIX LV encryption, 

IBM i ASP encryption, Linux LUKS)
Protect at-rest data from host

Memory 
encryption

All data in CPU 
memory

File and data sets (AIX EFS)
Sensitive data tied to access control 

for in-transit and at-rest data

Applications & 
Databases

Sensitive in-use, in-
flight and at-rest 
data (e.g., DB2)

Coverage

C
o

m
p

le
x

it
y

Storage System Encryption 
(e.g., Flash Systems, tape)
All data at rest in storage

Blazing fast hardware-
accelerated encryption 
compared to Power9

• 4X crypto engines
in every core

• 2.5X faster AES crypto 
performance per core*

• Encrypted Live Partition 
Mobility (LPM)

Transparent memory 
encryption with:

• No additional
management setup

• No performance impact

Stay ahead of current and future threats with support for:

• Quantum-safe cryptography

• Fully homomorphic encryption

• Support for next generation Crypto Express Card

*AES-256 in both GCM and XTS modes runs about 2.5 times faster per core 
than comparable Power9 systems according to preliminary measurements 
obtained on RHEL Linux 8.4 and the OpenSSL1.1.1g library

IBM | © 2025 IBM Corporation



Quantum Safe Cryptography Hill: Power Roadmap (Draft, Subject to Change)

LibOQS PoC: Tested on 

Power10
• OpenSSL, OpenVPN
• OpenSSH, cURL
• Haproxy, Ngnix

Today: Power9 and 
Power10 Systems

Power11 Beyond Power11

Cryptographic Bill of 

Materials (CBOM) PoC

IBM 4769 w. Dilithium 

round 2 support

IBM 4770 w. Dilithium + 

Kyber pre-standard 

support

• Hybrid host processor 

secure boot

• LPM encryption protocol 

PQC support

Efficient support of PQC 

algorithms (see 

publications) 

Hybrid OS quantum 

safe boot

• Additional in-core 

PQC algorithm 

acceleration
Platform: 

Processor + 
Firmware

Operating 
Systems,  

Workloads + 
Discovery

Platform: Crypto 
Express Card 

(HSM)

QSA Enhancements of 

OS Cryptographic 

Libraries (IBM & O.S.)

All statements regarding IBM's future direction and intent are subject to change or withdrawal without notice, and represent goals and objectives only

IBM / © 2025 IBM Corporation

https://github.com/IBM/CBOM


Automation

Rapid Recovery

Discover Threats

Secure Immutable Copies

Foundational Security

Data Resiliency is like strength training. Takes building 
muscle and team work

Early threat detection

Safe Recovery

S
O

C
 In

te
g

ra
tio

n

Preparation

IBM | © 2025 IBM Corporation
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IBM Quantum Safe Explorer

Scan applications to locate cryptographic 

artifacts and vulnerabilities. Create various 

cryptographic inventory reports, including a 

Cryptography Bill of Materials (CBOM).

IBM Quantum Safe Advisor

Perform dynamic cryptography analysis to 

evaluate cryptographic posture and 

compliance. Prioritize vulnerabilities for 

quantum-safe transformation.

IBM Quantum Safe Remediator

Learn and apply best practices for quantum-

safe remediation patterns. Implement 

scalable and automated quantum-safe 

solutions to establish cryptographic agility.

20

Technology and expertise powering client engagements

More information available at: https://www.ibm.com/downloads/cas/O5B0WXVZ

IBM / © 2025 IBM Corporation

https://www.ibm.com/downloads/cas/O5B0WXVZ


The time 
to start is 
now

Understand 

the quantum risks 

and quantum-safe 

priorities

Identify 

cryptography 

footprint and 

prioritize actions

Initiate and 

implement a 

quantum-safe 

program

21IBM / © 2025 IBM Corporation



Questions and Answers





Notices and disclaimers

© 2025 International Business Machines Corporation. 

All rights reserved. 

This document is distributed “as is” without any warranty, either express or 

implied. In no event shall IBM be liable for any damage arising from the use of 

this information, including but not limited to, loss of data, business interruption, 

loss of profit or loss of opportunity.

Customer examples are presented as illustrations of how those customers have 

used IBM products and the results they may have achieved. Actual performance, 

cost, savings or other results in other operating environments may vary. 

Workshops, sessions and associated materials may have been prepared by 

independent session speakers, and do not necessarily reflect the views of IBM.

Not all offerings are available in every country in which IBM operates.

  

Any statements regarding IBM’s future direction, intent or product plans are 

subject to change or withdrawal without notice.

IBM, the IBM logo, and ibm.com are trademarks of International Business 

Machines Corporation, registered in many jurisdictions worldwide. Other product 

and service names might be trademarks of IBM or other companies. A current list 

of IBM trademarks is available on the Web at “Copyright and trademark 

information” at: www.ibm.com/legal/copytrade.shtml.

Certain comments made in this presentation may be characterized as forward 

looking under the Private Securities Litigation Reform Act of 1995. 

Forward-looking statements are based on the company’s current assumptions 

regarding future business and financial performance. Those statements by their 

nature address matters that are uncertain to different degrees and involve a 

number of factors that could cause actual results to differ materially. Additional 

information concerning these factors is contained in the Company’s filings with 

the SEC.

Copies are available from the SEC, from the IBM website, or from IBM Investor 

Relations. 

Any forward-looking statement made during this presentation speaks only as of 

the date on which it is made. The company assumes no obligation to update or 

revise any forward-looking statements except as required by law; these charts 

and the associated remarks and comments are integrally related and are 

intended to be presented and understood together.

IBM | © 2025 IBM Corporation
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